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Abstract: DDoS attack extensively existed have been mortal threats for the software-defined networking (SDN) control-
lers and there is no any security mechanism which can prevent them yet. Combining SDN and network function virtual-
ization (NFV), a novel preventing mechanism against DDoS attacks on SDN controller called upfront detection
middlebox (UDM) was proposed. The upfront detection middlebox was deployed between SDN switch interfaces and us-
er hosts distributed, and DDoS attack packets were detected and denied. An NFV-based method of implementing the up-
front middlebox was put forward, which made the UDM mechanism be economical and effective. A prototype system
based on this mechanism was implemented and lots experiments were tested. The experimental results show that the UDM
mechanism based on NFV can real-time and effectively detect and prevent against DDoS attacks on SDN controllers.
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